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Bank Hackers Steal $300 Millions via Malware
By DAVID E. SANGER and NICOLE PERLROTH
FEB. 14, 2015

“The goal was to mimic their activities,” said Sergey Golovanov of

Kaspersky, about how the thieves targeted bank employees.
Credit Raphael Satter/Associated Press



Cyber Threats (Phishing) Allover The World

Crimeware and Phishing

Websense Global Threat Intelligence

Read about security research as it happens. Obtain in-depth security information including, research & statistics,
white papers, presentations and the latest threat maps that display the most recent data collected by Websense
Security Labs.

-

Attack Percentages
W 1.31-66.91
[ 0.12-1.01
B 0.02-0.11
@ o0-o0.01

Select Date Range Select Attack Type

| Last 12 months =+ | | Phiéising <) Update




Technical Solutions to The Problems at a
Hand



Authentication Systems

* The most common forms of authentication systems can be :

1. Shared Secrets (Passwords)



1. Shared Secrets -Passwords
(One Factor Authentication) Examples

c.: ) -

—-—

S DENTIFICATION

Access to your

accounts UseriD: [

= Demo
Presentation of

the senice Securityrupdate
B FAQ

= Hotline

& Legal reference m
& Security & Fraud Kindly be informed that NSGB does not collect private

client information or confidential user data via e-mails

or SMS. Also, NSGB does not send any URL in e-mails
or SMS to clients.

Our Valued NetaBank Customers,

Accordingly, you are kindly requested NOT to open any link
requesting such information in the e-mail which -if clicked- it would
send you to a fake website that requests confidential information.

R

If you receive any suspicious e-mails requesting any of the above



1.Shared Secrets -Passwords
(One Factor Authentication) Examples Cont..

Features Help

A i |




Attacks on Password Techniques :Password Cracking

Figure 2: A Password Cracking Program

Fidle Heip

Brute Force Password Crackang |Puswo¢dis Partty Known | Password List and Test |

W UppercaseLetters :A B C. D, . Z P‘
W LowercaselLetters:a b, c, d, ..z 26
V¥ Numbers ' Digits - 0.1234 56789 {10
¥ Shafted Characters (Shaft= Numenc Key) '@ 255~ * () 10
[T Other Keyboard Characters -~ - _+=[]{}::""'<>, .2/ 22
[T Space Character. 1.¢. Space Bar ll
I~ Other ASCII Characters : Line draw, CRLF, Tab, etc. {160

Total Characters m the “Pool” : |72

~ Password Length Range :

From: |l _:_’ To: Il E} Y Generate Passwords |
tn | 21 Stant ZIP Testing I G Halt I = § |

Source: Jp Password



Attacks on Password Techniques :Keystroke Logger

Master Keystroke Logger 10.03.13

=

lﬂ 2 Untitled - Motepad

File Help

-~ Time stamp added to log-

+ At bootup time:

fonteven B

IDo ot autosun & startup

] |

B

J

~ eMal options

Hours between emails :‘]1

Configure eMal server setings...

Send test log by eMal..

Select Date and Time Format...

IV Log apening apps e bar

B0,

L

=

W' Log opened apps tle bar changes

File Edit Format Wiew Help

| Stelth Mode ! | Restore shortouts
T Hide Now
Exlt /u u|t

chat.yahoo. com [Ent]

mikeS8a [Tab] mike [Ent]

by dawvid [Ent]

let's skip school tomorrow, he? [Ent]
Mobody should find out! [Ent]

what do u mean? [Ent]

of course! [Ent]

check out this link: [Ent]

www, Torbiddenstuff. com/Threadl296l. htm1 [Ent ]
send it to wou bg email [Ent]

[Ct1IW [alt] [Tak] [Ent]

mail.yahoo.com [Ent]

mike%8a@yahoo. com [Tabh] mike [Ent]
david_ros@gmail.com [Tab] fun stuff [Ent]

here's the 1ink, make sure nobody sees it [Ent]
[ct1]v [Ent] [alt] [Tab]

VWIEW MEMORY
. MNext page
. Previous page
. Jump to selected page
. Main menu

Please choose [1-4]:



Authentication Systems

* The most common forms of authentication systems can be
classified into three main classes:

2. Time Based Password (One Time Password)



2. Time-Based -One Time Password
(Two Factor Authentication)

HSBC »4

Authentication is
passward = fitime, key) Lizer enters passwond successhul it
password == f(time, key]

Illustration 5: One Time Password based on time



Samples of Phishing Attack on OTP
Citibank Phish Spoofs 2-Factor Authentication

/t\, ' privacy ‘' citibusiness.com

CitiBusiness’

E-mail Security Zone

Valued Customer
ATM/Debit card ending in: verify

CitiBusiness E-mail & Security Banking Alerts

YWe are committed to protecting you, with the latest technology to keep your details secure, and dedicated teams to monitor online
activity and intercept any suspicious actions. And we do everything we can to protect our online customers, but the steps we take can
be much more effective if you work with us to protect yourself.

06/27/2006 our security system detected an unsuccessfull access atte mpt to your online account from Ip address 81.190.253.29 that

does not correspond to your current address.

Please click here to confirm your current address or change it online.

If you do not confirm your address until 06/30/2006 your account will be SUSPENDED for security reasons and we will send you an

Activation Code by post which you will need to renew your online banking service access. You will receive this within seven days if
your current address is not confirmed.

At the top of this message, you'll see an E-mail Security Zone. Its purpose i1s to help you venify that the e-mail was indeed 5 ent by Cittbank. If you have questions,
please call 1-800-374-9700. To learn more about frand visit Cittbank.com and click "about e-mail frand" at the bottom of the screen.




Continue...

EESESEE—E—E—EE—E——Bm
citl
CitiBusiness’oniine

For enrolled CitiBusiness Online users onh/
Enter Business Code and click Enter.

Business Name: Guest

Enter Business Code: 7000-0000- ;0007971 8

o2 sfa)s )7 s e
FEnter

The husiness code containg 16 digits and begins with 70000000

For Personal Banking, sign on to Citibank Online



Continue...

T ——
citr
CitiBusiness®oniine

| am unable to sign you on to CitiBusiness®0nIine at this time.

7000000008453550 is not a recognized Business Code.
Please close this window and try signing on again.

You can contact customer service at 1 (800) 285 1709.

For hearing impaired call 1 {800) 788 0002

Click here to QUIT and Close this Window




Continue..

-4
Bankof America %% Higher Standards Online Banking
{
{
-4
Your Online Banking is Blocked
Need additional
up to the minute Because of unusual number of invalid login attermpts on you account, we had
account to believe that, their might be some security problerm on you account, So we
information? hayve decided to put an extra verification process to ensure your identity and
Sign In » yaur account security, Please click an sign in gp Online Banking ta continue to
the verification process and ensure your nt security, It is all about your
security. Thank you, and visit the custop®r service section,
Bank of America, M.A, Member FDIC, Equal Housing Lender (=) 6
@ 2007 Bank of America Corporation, All rights reserved, “"G*_:”rlf’:’f‘::‘r' by
W
4 b

http: fooodboy-pe, com e, bankof america, comBOd sslencryptz 1 8bit fonline_bankingfindes:, hkm




Authentication Systems

* The most common forms of authentication systems can be
classified into three main classes:

3. Digital Certificate and PKI (E-Signature)



E-Signhature and PKI Systems & Human
Digital Identity



Electronic Signature

Electronic Signature means an electronic symbol,
attached to a document and executed or adopted by
a person with the intent to sign the document

e Source: Electronic Signatures in Global and National Commerce Act (E-Sign)



What is Meant by An Electronic Signature ?

HSBC %4




Continue....

Private Key v
Public Key ?

Digital Certificat



Egyptian Government Efforts

 In April 2004, Egypt passed the Law 15 Regulating Electronic
Signatures (or the “E-Signature Law™)

» The E-signature Law also established the E-signature regulatory
authority, officially known as the Information Technology
Industry Development Agency (ITIDA).

 The E-Signature Law supports E-commerce in Egypt by
enabling Egyptians to use the Internet and to enter into contracts
securely by making the Internet a legally viable medium for
online sales, without the need to sign the document physically.

Egupt@@



E-Signature Infrastructure Establishment Time-Based
Progress

« April 2004 : The president issued the e-signature Law

« May 2005:The E-signature Executive Directives was published

« May 2005-February 2006: Inviting companies to apply for e-
signature license and approving 4 Licenses.

« May 2006: Publishing the Root CA RFP.

« February 2007: Start working with G&D vendor in preparing the
site and installing hardware and software.

« September 2009: Inauguration of the Root CA main site with
attendance of the prime minister and minister of communication and

advanced technology
Egupt@




E-Signature Infrastructure Establishment Time-Based
Progress

e January 2010: SNS obtained a work permit and get connected to
Egyptian Root CA main site.

« August 2010: Egypt Trust and MCDR obtained E-signature work
permits form ITIDA and connected to Egyptian Root CA main site.

« May 2012: Starting the deployment phase of E-signature applications

with 12 pilot projects in different sectors in the government , Banking,
and financial sectors

e June 2012: Governmental CA accomplished their infrastructure and

obtained E-signature work permits form ITIDA and connected to
Egyptian Root CA main site.

« August 2013: Inaugurating the E-signature Competence Center

Egupt@@




ITIDA Roles in E-Signature

operates
Cross
recognition

CSP 1 CSP 2 @ (GOV CA)

Issues

Certifies

Signature key holders (end
@ggncmure users)

(gov employees)

rgnature key holders




ROOT CA Main Site Achievements



Achievements......

IdC

Developing
I'T N Egypt

Root CA main trust center with 6 IT fortified rooms and more than 40 different
types of servers and security equipments has been implemented to operate 24/7
by 100% highly trained Egyptian staff.

Three private CSPs are ISO 27001 certified and passed ITIDA audit (financial,
legal and technical).

The Three deployed private CSPs have been securely connected to the Root
CA main trust center to maintain a copy of all the issued digital certificates
and CRLs to maintain client rights in case of disaster and are ready to issue
digital certificate private sector under the hood of Egyptian Root CA.



Pictures from Reality..&
Practical Success Stories



E-Signature Products

 Home made E-signature tools are ready to be used
— (Egyptian Smart Token (with and without Fingerprint)).

— Infrastructure Software Components have been implemented
Inside ITIDA E-Signature Lab to work with different types of

Operating systems ( MS-Windows, Linux, Unix Solaris 10 OS).

— E-Signature Applications (Desktop, Web, and Mobile).



E-Signature Tools

ey

BIOMETRIC PROFESSIONAL STANDARD

Egyptian
National IDs

National IDs
Readers

Egyptian Smart Tokens

Crypto-Micro-SD

Crypto-Sim Card




Fortified Room Door Sample




I'T Room assembly -
step by step

‘ Applymg finishing touches
'E ; lnstdlohon of lighting and early fire detection system
Fitting cable duct cover

Applying finishing trims to wall and ceiling
Joint sealing

The superstructure is completed
PEnhng.Fn the ceiling sections
Installation of the girders
Putting up the wall elements

The complete room structure
SIJNC icure
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Practical Success Stories

o cileLainl]l 4 || alki TR
pliall ) 4 ELiaY) s gLy sutal g ‘ plaa¥l e ELia¥) \ ”
O o o 3_;!.)“,'| '..'_3“ :y_..._'; 23/01/2013 M
O O O [ o133l e il 1810112013

2012 ... Slagiall L 560 EYLANI ) 35! daghis fodd) iy




Success Stories Samples Cont....

Computer Ve

= - ¢

j a @] w) = 5' o= 4 Uninstall or change a program
T = < <,

1B4 System properties
Properties Open Rename Access Map network Add a network Open Control
media~  drive ¥ location panel M Manage

Location Network System

1 & » Computer »

«; Favorites 4 Hard Disk Drives (1)
Il Desktop <> Local Disk (C)

14 Downloads

<» Recent places

@agmture



Damietta Port
Documents Management Work Flow

@ Damietta Port Admin Tool - 0

signatcure

Administrate

Employee Welcome

Please insert your smart token to login _E| i

User Details

Administrate o
Departments Certificate Issued To :

E-mail :
Certificate Issued By :

Valid From :

Active Valid To:

Directory

Update

Database
Server




Damietta Port

Documents Management Work Flow

®

Damietta Members

Welcome
Please insert your smart token to login

Uszer Details

Certificate Issued To:
E-mail -

Certificate Issued By :
Valid From :

Valid To:




Egypt Post

Documents Management Work Flow

2l duo il diagll Silhle a0l @

Py widal|

_ [eoew

Susanl ol

EGYPT POST

ga99:l Ao o Bzl

LigySJ| waloll g89;

alodl 8,64 29

I “ —. 2




ITIDA members document work flow s/w

File Help

Choose File

g_ Sign

I

&, Verify




ITIDA members document work flow s/w...
Choose certificate to sign with

Choose Cerificate Mame Certificate Owner Certificate |ssuer Expiry Date
xEx.com test e Pass 2003 GovCA Users 13042017 10:4 7
melzaid@itida.gov.eqg Mahmoud Elzaid Monier 31N212001512:52

Int-CA-CRL 161272015 02:03:
atef helmy@prime-bc.com Atef Helmy ATF0472016 11:23:
i sikss : 25212015 10:27
Int-CARInt-CA.Int-CA Int-CA 2210172018 09:34:




ITIDA members document work flow s/w...
Adding a comment

@ ESCC ITIDA Members - O
File Help

Choose File L:ASignFle To Sign td signed

Do you want to add a comment 7




ITIDA members document work flow s/w...
Sighing the added comment

@2 Add Comment = =

Please Add a Comment on the signed file

adding comment

g_ Sign Comment

el




ITIDA members document work flow s/w...
View signed comments (1)

=
B Mahmoud Blsaid Monier Commented on 2015-02-12 12:33:26 »

Venfy selected comment




ITIDA members document work flow s/w...
Viewing comments (2)

comment 1 /2

Mahmoud Elsaid Monier Commented on 2015 02-12 12:33:26 a -

adding cormment
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Digital Signatures Desktop

Management
[ 51 350 gt T =™
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EGYPT POST
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File

Edit

SSL Trusted Websites

Ahttps://board.iti.gov.eg/token_login.as §O ~

a Website Identification

EgyptRootCA has identified this site as:

board.iti.gov.eg
This connection to the server is encrypted,

Should I trust this site?

View certificates

Y

¢

Certificate

Certification Path

Certification path

EgyptRootCA

“-{Z5] GovCA Machines

B BA | board.iti.gov.eq

Certificate status:

View Certificate

This certificate is OK. |

Learn more about certification paths




Detection of Faked Sites

Certificate M Certificate L4 B — E

General |Detaj|s I Certification Path| g | General | Detailsl Certification Path l

Certification path
E |
b“ | Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: board.iti.gov.eg

Issued by: GovCA Machines

} View Certificate

valid from 6/ 25/ 2013 to 6/ 25/ 2014
Certificate status:

e issuer of this certificate could not be found. |

Issuer Statement ‘

Learn more about certificates Learn more about certification paths

Lo ]




Smart Token Software

. Softlock Smart Tok

JXETLOCK

SECURITY SERVICE PROVIDER

Token Information | Slots Information | Certificates Information |
i ! Token Information Token Admin
Mame Value il [ Format ]
ManufacturerID Softlock [ Set USER PIN ]
ProductID Softlock Smart Token
SerialNumber 435U75TROX2DC627 [ Update Firmware ]
Label Dr.SherifHAzem =
Model SLSTFP |_Enrol Fingerprints |
Hardware Yersion 1.0
Firmware Version 1.1 Token Status
Total Memary Size 115KB i [ wirite Protected
PKI Public Memory Size 32KB B e
PKI Private Memory Size 64 KB L2500
Other Memory 19 KB SO Locked
Maximum PIN Length 32 i Ttz
B e PVTRIL L ool -
< | m [ Change Status
Help




Mobile Stock Application Demo

v Start

@ Thursday
February 17,2011

Phone off
Tap here ko set owner information
No unread messages
No tasks
No upcoming appointments
s Search

Device unlocked

———
Phone Contacts

3:40 PM

=l O




Questions

270707



Thank you

M sianature
@Con%etence Center



