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ABSTRACT: Ports, business facilities, shipping vessels, and housing compounds are all 

manageable through organizational management systems
1, 2, 3, 4

. Moreover, they all require 

protection against possible internal vulnerabilities and external threats
4, 5, 6, 7, 8

. Nonetheless, 

they need resources to respond to disruptions caused by crises or disasters.  This protection 

appears in organizations’ security services.  When investigating organizational resilience, 

security systems prove to be essential components of organizations’ resilience
1, 6, 9, 10

.  They 

carry out specific roles and responsibilities in prevention, preparedness, mitigation, response, 

continuity, and recovery processes after a business disruption event
7, 11

.What happens if the 

security service’s supply chain experiences disruption?  What is the supply chain of security 

services like?  What factors affect the resilience of that service? Moreover, what are the 

potential disruption incidents that can take place?  This paper proposes three supply chain 

models for the security services that are applicable to most of the organizations.  In addition, it 

defines the resilience in the supply chain of security services and identifies two KPI’s through 

which, organizations can measure the resilience security services’ supply chain. Furthermore, 

this research proposes the use of reliability models to measure the identified KPI’s. 

Keywords: Security Services, Supply Chain, Resilience Modeling, KPI’s, Reliability Models 

INTRODUCTION 

This introduction highlights the essential information to facilitate the understanding of the 

research topic.  It includes a brief about the relation between security services and business 

continuity.  It introduces a snapshot about the research methodology while more explanation 

appears in its designated section.  In addition, it explains reliability modeling according to the 

scope of this research. 

SECURITY SERVICES IN LIGHT OF BUSINESS CONTINUITY 

Security services represent a necessary component in business-continuity-management 

systems
7, 11

.  Security services support different business functions in the event of disruption.  
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Whether in-house or outsourced, those services may experience disruption; for example, a 

crisis takes place at a location, and the security team responsible for protection has been 

working for over 12 hours and some members of the replacement shift cannot reach the 

location because there is transportation disruption.  The team that is already in place may not 

be able to continue around the clock.  Therefore, it is necessary to find possible solutions to 

such a problem before that event takes place.  This research explores similar problems and 

their solutions from the perspective of Supply Chain Resilience (SCR). 

In order to produce the aforementioned solutions, in this context, problem identification 

must be made first.  Thus, there must be a risk register for potential disruption to the security 

services supply chain
12

.  Nonetheless, there must be a supply chain model to conduct the 

required disruption assessment over its different nodes.  Therefore, the first step in this 

research is to establish the supply chain model.  The second is risk assessment across that 

model.  The next step is the planning phase during which, the necessary contingency plans are 

developed to respond to the disruption incidents. 

When contingency plans are in place, there must be a measurement method to identify the 

level of performance.  This measurement will require the establishment of viable KPI’s.  

Finally, there comes the necessity to develop the model that allows the organization to 

measure those KPI’s. 

This research introduces reliability models as a tool to measure the security services supply 

chain resilience KPI’s.  Reliability models will quantify each KPI’s in a value that ranges from 

0 to 1.  This will require the selection of measurement criteria and the substitution for each 

criterion with a numerical value that can be used in the measurement model.  The conversion 

of the selection criteria to numerical values will be subject to binary data systems.  Thus, if the 

criterion is available or performing, the criterion will be represented by the value 1.  If the 

criterion is not available or not performing, the criterion will be given the value 0. 

There are three possible models for reliability
13, 14

.  The series model represents a system 

that the entirety of its components must function in order for the system to work properly.  

The parallel model requires that a redundant component or subsystem is available to execute 

the same task or process in case the primary component is not functional.  The last model is 

the k-out-of-n model.  This model requires only a certain number of components to function 

in order for the system to be working.  Parallel and k-out-of-n models will produce better 

reliability results.  However, they are not applicable to this research.  In order to apply parallel 

or k-out-of-n models, the security system must be redesigned to provide for redundancy for all 

or part of the system. 

Figure 1 displays the series and parallel models; where RS is the system reliability; R1 is the 

reliability of the first subsystem or component up to Rn, where n represents the number of all 

the subsystems or components. The equation for each model is below its corresponding model 

in figure 1
13, 14

.  
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Figure (1) Series and Parallel Models 
 

SECURITY SERVICES SUPPLY CHAIN MODELS 

The supply chain consists of all the companies, firms, organizations and individuals that 

perform or produce goods and services that are necessary to the introduction of the final 

products (goods or services) from the point of origin to the point of delivery
2, 3, 4, 15, 16

.  

Therefore, security services supply chain will include all the activities and processes that 

make the service available to the customer.  This includes human resources (HR) and 

procurement functions, capacity building firms, and security equipment suppliers and 

manufacturers, etc. 

Identifying the stakeholders to the security services enables the formation of a 

comprehensive supply chain model
2, 3, 17

.  The method of offering the services will vary 

according to the needs of the organization and the criticality of the service to the organization; 

for example, a classified government facility may require that all security elements are internal 

employees due to the confidentiality of the work carried out in that facility.  In this situation, 

there will be no security service provider in the firm supply chain.  However, the organization 

procurement system will purchase the necessary equipment and the HR will conduct the 

necessary recruitment of security personnel.  Therefore, the organization will need to build 

relations with equipment suppliers and the HR will need to build relations with the 

recruitment agencies and the training firms that will provide the necessary training for the 

newly hired security personnel.  All of these activities and more will appear as essential 

components in the security services supply chain. 

SECURITY SERVICES INSIDE THE ORGANIZATION 

Security services appear in different types of facilities as an in-house, outsourced, or a 

mixed team of both in-house and outsourced personnel and equipment.  Mostly, the security 

management will be of the firm main staff and the guards will be outsourced.  Security 

personnel are not the only components of a security system.  Security services require certain 
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types of equipment to execute the required processes
14

.   This provides for three possible 

supply chain models: 1) fully in-house system, 2) fully outsourced system, and 3) mixed 

system. 

SECURITY SERVICES SUPPLY CHAIN STAGES 

This research identifies five stages in the security services supply chain.  Stage 1 includes 

all the suppliers of material to the manufacturers or security-training providers.  Stage 2 

includes the manufacturers, training-service providers, and may include the labor market for 

the security service provider where the selection of security personnel takes place.  Stage 3 

includes the distributors of equipment and may include the labor market.  Stage 4 represents 

the organizational functions that perform the security services acquisition processes in favor 

of the organization such as procurement and human resources.  The last stage, stage 5, is the 

internal customer of the organization’s procurement and human resources, which is the 

facility, assets and employees on the premises. 

This research provides the supply chain models as examples.  However, the research does 

not include the study of SCR of all the models, nor does it study all the nodes and the possible 

disruption incident that may occur.  A comprehensive study of the three models and the nodes 

in each one may require an empirical research applied to an organization.  That study; 

however, will also lead to the study of only one model, the one that applies to the 

organization. 

THE FULLY IN-HOUSE MODEL 

In the fully in-house model (figure 2), the entire security system is a main component of the 

organization’s structure.  All the system personnel are employed as main staff in the 

organization and all the security equipment is logged in the organization’s fixed assets.  Firms 

adopt this model when the security function is critical to business.  For example, an important 

governmental organization.  In this model the security service provider does not appear 

anywhere in the supply chain. 

In order to fit the figures, the abbreviation “Equip. Manu.”  Stands for equipment 

manufacturers, “Equip. Supplier” stands for equipment suppliers, and “Procure.” Stands for 

the procurement function. 
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Figure (2) Supply chain model for fully in-house security systems 

THE OUTSOURCED MODEL 

Firms tend to adopt this model, (figure 3), when security is not a critical business function.  

Therefore, the organization chooses to outsource the entire system including the equipment.  

This may happen when the organization is in the inception phase, or when the organization is 

operating at a temporary location. 

 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (3) Supply chain model for outsourced security systems 
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THE MIXED MODEL 

This is the most common model (figure 4).  The organization will most probably 

hire the top management of the security team.  The firm may purchase some or all the 

equipment needed for the system to perform the required security processes.  The 

middle management and guards of the team will be outsourced. 

 

 
Figure (4)  Supply chain model for mixed security systems 

IDENTIFYING KPI’S OF SECURITY SERVICES SCR 

Supply chain resilience is the ability of the supply chain to handle a disruption event 

without a significant impact on the ability to serve the customer
1, 3, 7, 18, 19

.  In the context of 

security services supply chain, resilience will simply be the ability of the security services 

supply chain to deliver the services to the customer whether internal or external with the 

minimum possible impact on other business functions.  Disruption here may not only be a 

crisis or a disaster, but it can also be a technical deficiency in the equipment necessary to 

perform the security system processes;  for example, it can be the malfunction of the weapon-

detection equipment, which may lead to the illegal entry of weapons to the facility. 

Security services SCR KPI’s depend on whether the security system will have the capacity 

to perform in the event of disruption
1, 3, 5, 7, 19

.  Some of the items in the supply chain may be 

irrelevant to that capacity; for example, the supply of guards’ uniform.  An essential KPI may 

concern the security system capacity to perform certain security processes in the event of 

disruption with acceptable level of reliability. 

Disruption in the security services supply chain may occur due to the lack of personnel, 

deficiency of necessary equipment, dispersed system processes, or a wrong course of action to 

follow when the disruption incident takes place.  Therefore, an organization needs to identify 
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all the possible disruption incidents and devise suitable contingency plans to respond to those 

incidents and select the suitable risk management strategy.  Thus, the firm must be ready to 

handle the disruption.  In addition, the organization must be able to perform the contingency 

plans in a timely manner.  To conclude, the organization must be ready with the plans and the 

capacity to execute them. 

This research identifies two KPI’s that will measure the supply chain resilience.  Those two 

KPI’s are preparedness and performance in the event of disruption.  Preparedness includes 

risk identification, laying down the appropriate contingency plans, and the training of 

elements to carry out those contingency plans.  Performance in the event of disruption will be 

measured using reliability models to assess the system capacity, including trained employees, 

to perform the contingency plans.  The following two sections will detail the work needed on 

preparedness and performance. 

PREPAREDNESS KPI 

Preparedness is a major key in SCR
1, 6, 8, 10, 12, 18, 19, 20, 21, 22

.  It simply shows that the 

organization has identified the potential risk, developed the necessary contingency plans, and 

built its capacity to manage the disruption incident.  In the case of security services, this 

means that the organization has studied the potential risk for the security services supply 

chain, designed the plans to meet those risks, and trained the people who will carry out the 

work required by the contingency plans. 

For example, one of the risks to the security system is the shortage in security personnel to 

carry out the needed work.  Are there substitutes?  Some of the organization’s employees must 

be trained to carry out the security processes.  In some countries including Egypt, Labor Law 

mandates that at least 25% of the employees are trained in Civil Protection.  Organizations, 

driven by their benefits, may develop a policy that a certain percentage of its employees are 

trained to execute the security plans designed in the risk register to achieve the best possible 

security services resilience.  Eventually, the resilience of the security system is a part of the 

overall organizational resilience. 

The factors to be measured in the preparedness KPI are: 

1. The availability of a security-service-resilience risk register that is up-to-date. 

2. The viability of the contingency plans of identified risks. 

3. The availability of trained non-security employees to execute the contingency plans. 

THE RISK REGISTER 

This research does not provide a comprehensive risk register through a certain supply chain 

model.  This is due to the intensity of the work carried out in the research in addition to some 

limitations such as the lack of an organization where the research can be applied, and the 

funds needed to execute such a massive scale of work.  However, the sample of identified 

risks in the given example are true and they happened before.  Unfortunately, the research 
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cannot state the detailed incidents because it may be considered as an act of defamation for the 

involved organizations. 

In developing a real-time risk register, the organization’s representative may select the 

supply chain model that suits the organization, or chooses to adapt one of the models to the 

organizational structure.  The following identified risks are selected based on the possibility to 

take place at any of the three proposed models.  The given responses are not the only possible 

solutions and they cannot be carried out by all the organizations.  Thus, response planning will 

depend on the organizations policies, funding capabilities, knowledge assets, etc. 

A key element in the construction of the security-services-supply-chain risk register is that 

it should be revisited at least on quarterly basis.  It is better for the organization if a security-

consulting firm approves the risk register.  In addition, the roles and responsibilities of all 

stakeholders must be clear and easy to understand.  Table 1 includes a proposed risk register 

for the security services supply chain.  In the table, SR stands for Security Risk. 

Table 1.  Example: Security Services Resilience Initiative Risk Register 

Risk Identification Response Planning Risk Monitoring 

and Control 

RID Threat Response Plan Owner Status Notes 

SR1 Lack of enough security 

personnel to perform the 

required security 

processes due to security 

employees’ strike.  All 

facility entry doors need 

protection. 

P1. Train 10% of 

company employees 

on security processes. 

P2. Close all the entry 

doors and stick to one 

entry point. 

Head of 

Security and 

Head of 

Crisis 

Management 

In 

progr

ess 

Training 

completes 

on April 

12, 2015 

SR2 CCTV system is down 

and there are no 

maintenance spare parts 

because the system is 

discontinued. 

P1.  Relocate the 

working cameras in 

the most critical 

areas. 

P2.  Study the 

viability of installing 

a new system. 

P3.  Issue a priority 

list of locations 

covered by CCTV. 

Head of 

Security and 

Head of 

Procurement 

Appr

oved 

New 

system 

procureme

nt from 

the risk 

manageme

nt budget 

if 

available. 

SR3 The electronic gate for 

weapon detection at the 

facility entrance does not 

function. 

P1.  Use handheld 

scanners. 

 In 

progr

ess 
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The sample risk register indicates that disruption to the security system does not come only 

from the shortage in personnel.  It indicates as well that disruption may occur due to 

equipment malfunction such as the closed circuit television (CCTV) system.  CCTV systems 

play a great role as an incident prevention tool, which is costly if the organization tries to 

replace it by guards. 

Some people may argue that the above solutions are common sense and they do not need a 

risk register.  The answer simply lies in the following benefits: 

1. The risk register grants the organization enough time to consider, develop and review the 

best contingency plans available. 

2. It improves the security-service-supply-chain responsiveness since the lag time consumed 

by the attempts to find the solutions and the time to get the top management approval will 

be eliminated. 

3. It ensures that all the nodes of the supply chain have been investigated for potential risks. 

THE CONTINGENCY PLANS 

The contingency plans viability needs to be investigated.  Thus, the work needed in the 

contingency plan must be financially viable.  For example, in case the CCTV system is down 

the organization will replace them with security guards equipped with walkie-talkies to report 

any illegal intervention.  This is not viable because of the following: 

1. The cost will be very high. 

2. The camera does not take breaks while the guard may need a break, which will incur the 

hiring of extra replacement guards, which in turns will increase the costs to a higher level. 

3. The guard will not be able to cover the same area the camera can because the camera is 

usually installed in a high place in the facility. 

4. The camera enables the recording of events and retrieving those recordings later, while the 

guard cannot do the same. 

5. The camera recording will be objective in the details of the incident but the guard may 

become subjective. 

THE TRAINING OF THE NON-SECURITY EMPLOYEES 

In the selection of the non-security employees, there are some criteria to be addressed.  

These criteria can be modified according to the organization’s structure.  Therefore, the 

evaluation of the selection process may vary from one organization to another. 

The selection criteria are: 

1. The physical ability of the employee 

2. The number of employees who will be available at the office on daily basis 

3. The job description of the employee 

The physical ability of the employee does not mean that a specific employee will not be 

trained.  It means the employee may be tasked with an activity that he/she is capable of doing.  
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For example, an employee may not have the physical ability to stand at the facility gate, but 

he/she can be trained to operate the CCTV system. 

The number of employees that will attend the security training depends on the total number 

of the employees available against the number of the required security employees.  For 

example, when the number needed is 10 employees, the organization may need to train 20 or 

more taking into consideration the rate of authorized and unauthorized absence. 

The original nature of the employee’s job is an important factor to consider.  For example, 

the company physician must stay at all time in his office especially in case there is disruption. 

In addition to all of the aforementioned training criteria, there must be a training schedule 

of refreshment courses to the employees.  Then, there must be an update of the training 

material in the event that one of the security processes has been replaced.  In addition, when 

there is new security equipment, the training program must be updated to include the relative 

training on the new equipment. 

PERFORMANCE KPI 

After creating of the risk register, designing of the contingency plans and training the 

employees, the organization needs to make sure that the security system will be able to 

perform the required processes in the event of disruption
1, 6, 8, 10, 12, 18, 19, 20, 21, 22

.  Therefore, 

the organization must develop an evaluation protocol to measure the system performance. 

Just the same as the evacuation drill, the company may schedule security drills.  Some of 

these exercises may be on quarterly basis and announced to the employees, and there can be 

one unannounced exercise per year. Those exercises, when measured, will help the 

organization to assess the ability of the organization to carry out the security services in case 

of disruption. 

MEASURING SECURITY SERVICES SCR KPI’S 

Though the aforementioned KPI’s may vary from one organization to another and from one 

supply chain model to another, the most important part remains to be how to measure those 

KPI’s. The organization needs a numerical model to assess the resilience of its security 

system. Thus, when the resilience improves, the organization can identify how well the system 

resilience improved and set accurate improvement targets to the security department. 

This research paper proposes using reliability to measure the preparedness and performance 

of the security services supply chain resilience initiative
13, 14, 23, 24, 25, 26

.  For this purpose, the 

paper proposes some evaluation criteria for the assessment.  In addition, the research proposes 

numerical values for each criterion.  The proposed numbers for the criteria may vary 

according to several factors such as the supply chain model, the organization selection of 

different business coefficients, and the nature of the business of the organization.  

Furthermore, the security services supply chain resilience level will be the product of 

preparedness KPI multiplied by the performance KPI as the two KPI’s represent a series 

model.  That is, 
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RPeRSCR  Pr   (1) 

 

Where SCR represents the supply chain resilience, PrR represents the preparedness 

reliability, and PeR represents the performance reliability. 

MODELING THE PREPAREDNESS KPI 

To measure the reliability of the security services SCR, the organization will decide upon 

the criteria of evaluation and use one of the methods or techniques to transform those criteria 

into weighted values.  Thus, the organization will convert the criteria into numerical data.  

The numerical data will easily fit in the reliability model. Using the binary system, the values 

given will be either 0 or 1, where 0 means available and 1 means is not available.  This will be 

applied to all entries of the risk register, contingency plans viability, and the employees’ 

training. 

The proposed risk register criteria and values are in table 2.  For the purpose of this 

research, table 1 entries will be used as example. 

 
Table (2)  Preparedness Reliability Evaluation 

Criteria SR1 SR2 SR3 

1. Up-to-date (within the last quarter) 1 1 1 

2. Has at least one viable contingency plan 1 1 1 

3. The contingency plan has its owner 1 1 0 

4. Employees are trained to perform contingency plan 1 1 1 

5. The contingency plan approved by the top management 0 1 0 

6. Monitored and controlled 1 1 1 

7. SR Reliability 0.833 1 0.667 

 

The reliability of the risk register will be, 

 

RSRRSRRSRRRR 321    (2) 

 

Where RRR is the Risk Register Reliability, and SRNR is the reliability of each identified 

security risk and N is the number of the identified risks.   SRNR equals the sum of all values 

divided by the number of criteria. 

RRR = 0.556 

 

For the purpose of this research, the reliability of the contingency plan viability and 

training were entered as values 2 and 4 of table 2.  However, the organization may decide to 
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establish a separate table for each one of them with its own criteria guided by the criteria 

given in this research. 

MODELING THE PERFORMANCE KPI 

For measuring the performance, the organization will track the execution of security 

processes conducted by the trained employees during the security exercise proposed earlier. In 

addition, the organization may assume the equipment maneuver plan as in the incident of the 

CCTV.  The organization may assume that security employees went on a strike and the CCTV 

system has 5 defective cameras (the cameras can easily be disconnected or shut down).  Then, 

the company will count the number of processes performed properly and the ones that were 

not performed.  The performed process will take 1 and failure will take 0.  The results of the 

exercise are indicated in table 3. 
Table (3)  Performance Reliability Evaluation 

Criteria Number 

Attempts 

Number 

Success 

Reliabili

ty 

1. Performing personnel scanning for weapons at 

entry 

20 17 0.85 

2. Retrieving Video from CCTV system 10 8 0.8 

3. Registering facility entrants 20 19 0.95 

 

RCRCRCRPe 321                                 (3) 

Where CNR is the reliability of each criterion as N is the given number of criteria. 

The result: 

646.095.08.085.0 RPe  

SECURITY SERVICES SUPPLY CHAIN RESILIENCE REPORT 

This is a sample report that concludes the security services supply chain results and actions 

required to improve resilience levels. 

Current resilience level is  359.0646.0556.0Pr  RPeRSCR  

Recommended actions to improve SCR include (before the next security exercise): 

1. Identifying all the owners of the risk register contingency plans. 

2. Acquiring the approval on all the contingency plans in the risk register 

3. Conducting a crash course to the employees assigned to operate CCTV system 

CONCLUSIONS 

This research paper introduces a reliability model for measuring the resilience KPI’s of 

security services supply chain.  To achieve that result: 

(1) The research introduces three proposed models for security services supply chain. 
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(2) The research identifies two KPI’s to measure the security services SCR. 

(3) The research proposes reliability models to measure SCR KPI’s. 

(4) The research recommends that organizations attempt to apply the proposed models to 

acquire better security services capable of facing future uncertainties. 
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